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Mobile phone + SMS method was removed on 15t of June 2025

Milos CIRIC ¥

Successful login

Phasing out notice

A\ You have logged in using the 'Mobile Phone + SMS' method,

which is being phased out.
PIeaseEeiister another verification method as soon as Eossible. I
Select 'My Account and follow the instructions in the

Frequently asked questions (4.
If you intend to register another method later, click on Proceed.

Proceed My Account
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Two-factor authentication will become mandatory by the end of 2025

Protect your EU Funding and Tenders Portal account with the Two-factor
authentication (2FA)

Two-factor authentication will become mandatory in the course of 2025.

Get informed, protect your account with a more secure login process and activate the Two-factor authentication
now!

Go to the security setting to activate it or read more at the HOW TO (2?
You may also access the FAQs related to Two-factor authentication.

Take this 2 minute survey (2 and see how much you know about Two-factor authentication (2FA)

Close
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Several options for 2"9 verification* method

1. EU Login app

2. Security key (USB key)
3. Trusted platform

4. Passkey

Two-factor authentication in the Funding & Tenders Portal

“To login with something you know (your password) and
something you own (e.g. mobile phone or device)”
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My account details

o

Manage my mobile
devices

Manage my elDs

<

Configure my account

(<)

Manage my. Trusted

I rity,
Keys

Delete all my devices
and elD (PANIC)

«

Delete my account

+32123
456789

Manage my mobile
phone numbers

@O

Display my sessions

‘You can view the sessions opened

for visited applications.
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EU login App e

One account, many EU services

v EU recommended it iitialise

Before you start, you need to link your
device with your EU Login account

LR

‘/ Very Simple to inStall :g[’: S;zglgzzocn::ierpassword for >

offline authentication

Settings

v If we want to use other factors

and the EU Login app.

such as Trusted Platforms we

. Pending authentication
can use EU login App as a B B s
second verification method

sent by EU Login to your device.

European
Union
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EU login App

wios CIRIC K}
My Account
Welcome
CIRIC Milos a ﬁ &
L4
22 My roles b ad b
uments v My account details Configure my account Delete my account
€2 Security Settings

@ T Helpdesk

@ @
> & MyAccount Y a Py

Manage my mobile Manage my Trusted Manage my mobile

B Logout devices P'am'msKZ'y'g Seculty phone numbers

; and organisation data, you will then have to login with something you know (your passworda) ana sometning you own(e:g:

you can activate the 2-step verification for your account. @ o

Display my sessions
Delete all my devices Piay.my;

and elD (PANIC) You can view the sessions opened
for visited appiications.

Manage my elDs
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EU login App

Manage my mobile devices Add a mobile device

Please give a name to identify your mobile device and
a PIN code to use for it.

Your device name

@ Your 4 digit PIN code

Add a mobile device You will be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code

-m m o

Scan QR code using your EU Login mobile app
Confirm via the app using your PIN code
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Manage my mobile devices

I I @ A device has been added I
Add a mobile device Delete a mobile device

P

Change EU Login app
PIN code

www.biolaweb.com
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Trusted platform module (TPM)*
ot €Y @

Guidance & documents v

orojects, proposals and organisation data, you will then have to login with'something you kKnow (your password) and

— =

[ K o I

e

ation factor before you can activate the 2-step verification for your account.

My roles
Security Settings
IT Helpdesk

My Account

Logout

“a specialized security chip available in most modern PCs.”
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My account details

o

Manage my mobile
devices

Manage my elDs

My Account

L)

Configure my account

e

Manage my Trusted
Platforms and Security
Keys

Delete all my devices
and elD (PANIC)

Mios CIRIC b

o«

Delete my account

|

< |

ad I

Manage my mobile
phone numbers

]

Display my sessions

You can view the sessions opened
for visited applications.
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Trusted platform

Wilos CIRIC b

Manage my Trusted Platforms, Security Keys and Passkeys

# &

Add a Trusted Platform Add a Security Key

&

Delete a Trusted Platform
or Security Key
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Manage my Trusted Platforms, Security Keys and Passkeys

® &

Add a Trusted Platform Add a Security Key

&

Delete a Trusted Platform
or Security Key
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Trusted platform

Add a Trusted Platform

Please give a name to your Trusted Platform.

Your device name
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Trusted platform

Add a Trusted Platform

J == Windows Security X |

Making sure it's you

Let's save a passkey on this device to sign in to
“ecas.ec.europa.eu” as ” xv @ihtm.bg.ac.rs”.

This request comes from the app “chrome.exe” by “Google LLC".

PIN
PIN

| forgot my PIN
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Secure the access using PIN code related to your PC

n Apps p Sign-in options
@ Windows Hello, security key, password, dynamic lock
| & Accounts @

‘_L, Time & language

Settings .
PIN (Windows Hello)

Sign in with a PIN (Recommended)

“You need to have configured PIN code access in your PC
first. When registering the trusted platform, EU Login will
detect the TPM and ask you to use it as trusted platform.”
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Take-home message

v Do not wait until the last moment to switch to the two-factor
authentication

v Use more than one device as a second factor
e.g. EU Login app and Trusted Platform on your PC

v Write down the answers to three security questions in case you
lose your device(s)
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for your attention!
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